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Abstract

Face-swapping algorithms enable malicious actors to
spread misinformation and invade personal privacy and se-
curity by inserting victims’ faces into images and videos
without consent. EXxisting countermeasures are easily de-
feated and unfavorably trade perceptual quality with pro-
tection efficacy. We present DeepFakeShield (DFS), a
proactive method that thwarts face-swapping algorithms by
adding adversarial noise that disrupts facial landmark de-
tection. DFS’s primary contributions are (1) jointly opti-
mizing both perceptual quality and protection efficacy, and
(2) introducing a mutation layer during training to make
the shield robust against common removal attacks such as
blurring and JPEG compression. Using both qualitative
and quantitative results, we show that DFS optimally trades
perceptual quality with protection efficacy, remaining ro-
bust to image removal attacks and outperforming prior ap-
proaches. With ablation studies, we also show that DFS
generalizes to out-of-domain face images and that both
the joint optimization and mutation layer contribute signif-
icantly to our state-of-the-art results.

1. Introduction

In this paper, we present DeepFakeShield (DFS), a proac-
tive method that protects human face images from being
deepfaked with face-swapping (Figure 1). Cutting edge
face-swapping algorithms enable malicious actors to gen-
erate high-fidelity, convincing deepfake photos and videos
of victims without their consent [3]; with negative outcomes
including personal privacy violations [23, 44], identity theft
[27], misinformation [35], and security risks in facial recog-
nition systems [28, 42]. Like other proactive approaches,
DFS thwarts deepfakes by adding imperceptible adversar-
ial noise to the input images. However, DFS differs in that
it disrupts the alignment step in face-swappers by fooling
the facial landmark detectors into mislocalizing key facial
features such as the mouth, nose, and eyes. Compared to
other proactive approaches, DFS represents a major leap
towards practical adoption because DFS produces shields
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Figure 1. Top-left: DFS consumes source images and outputs
perceptually-similar shielded images. Top-right: The target image.
Bottom: When malicious actors attempt to generate deepfakes by
swapping shielded source faces onto target faces, the output face
appears distorted, resulting in a failed deepfake.

with fewer perceptible artifacts with greater robustness to
mutations like compression and blur.

DEFS achieves more potent shields with fewer percepti-
ble artifacts because of a novel multi-objective loss that is
jointly optimized to balance perceptual quality of the shield
with efficacy of landmark displacement. This is important
because noticeable artifacts will dissuade people from us-
ing proactive deepfake protection measures on their pho-
tos. Previous approaches (e.g., [16, 47]) use a budget to
constrain the perceptibility of artifacts in their shields. The
problem with budget-based approaches is that the optimal
budget differs for every image based on the textures and col-
ors in that image, and a fixed budget artificially constrains
the network from finding the optimal balance. With our ap-
proach, we leverage state-of-the-art models of human per-
ception to penalize DFS when artifacts become too obvious;
thereby, allowing DFS to find the best balance of landmark
displacement efficacy and imperceptibility.

DFS shields survive image mutations like compression
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Figure 2. DFS breaks face-swapping algorithms by causing their
landmark detectors to mislocalize the detected landmarks.

and blur because we introduce a mutation layer into the
training pipeline. This is important because the shield loses
effectiveness if an attacker can circumvent the protection
using simple image manipulations or filtering. We train
DFS by adding facial landmark detector(s) into the training
loop and encouraging DFS to produce adversarial noise that
moves detected facial landmarks away from their ground
truth positions. During training, shielded images are mu-
tated before being processed by facial landmark detectors.
Thus, DFS learns to produce shields that are capable of dis-
rupting facial landmark detectors while remaining robust to
image mutations.

To demonstrate the value of our approach, we evaluate
both the perceptual quality and shield efficacy with quali-
tative and quantitative experiments. First, we evaluate on
5000 face pairs from the test set of the commonly used
FFHQ dataset and show that our shield is less perceptible
and more effective at breaking deepfakes than two cutting
edge baseline approaches. We then also perform two ab-
lation studies to demonstrate the importance of the multi-
objective loss and mutation layers. Finally, we test on the
out-of-domain CelebA-HQ dataset to show that the method
generalizes beyond the FFHQ dataset.

In summary, the contributions of this paper are (1) DFS,
a proactive protection method for shielding images against
face-swapping that uses a novel multi-objective loss for
jointly optimizing the perceptual quality of the shield and
landmark displacement; (2) a mutation layer in the training
pipeline that enables DFS to generate structured noise that
is robust to image mutations; and (3) comprehensive qual-
itative and quantitative experiments that demonstrate cut-
ting edge efficacy of DFS at breaking face-swappers with-
out sacrificing the quality of the shielded image.

2. Related Work

Proactive Protection Against Deepfakes: Proactive
methods modify images such that deepfake algorithms will
produce poor results if using these protected images as
input at inference time. Protection against deepfakes is
achieved by crafting and adding imperceptible, targeted
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perturbations to source images [4, 16, 37, 38]. Gradient-
based disruptions in white-box settings have been explored
in [30, 37, 38], while finding appropriate surrogate mod-
els for face-swapping is studied in [12, 21] for the black-
box scenarios. Model-agnostic methods, such as CMUA-
watermark [11, 20, 30] and Anti-Forgery [8, 41], are de-
veloped to maintain effectiveness against various models.
Improving generalization remains an open problem, with
techniques such as model ensembling [4, 10], layer-specific
attacks [49], and frequency-domain perturbations [31, 57]
proposed to this end. By constraining perturbations to
important facial regions, the work in [29] and [36] aims
to balance protection effectiveness with imperceptibility.
A recent method, FaceShield [22], focuses on preventing
deepfakes generated from prompting diffusion models. We
choose to focus on face-swappers and show in Section 4 that
DEFS yields superior performance against face-swappers be-
cause it specifically crafts perturbations that target the land-
mark detector component, while also introducing a novel
approach to handle image mutations and jointly optimize
for both perceptual quality and protection efficacy.

Data poisoning (e.g., Nightshade, [39]; Glaze, [40]) is a
related proactive protection approach, but rather than tar-
geting inference operations, Nightshade and Glaze modify
images with the intent of foiling methods during fine-
tuning/training. While similar, these methods are distinct
from the deepfake-oriented methods detailed in this section.

Reactive Defenses Against Deepfakes: Reactive deepfake
detection often involves classification to identify fake con-
tent after creation [34]. Early detection methods exploit
spatial artifacts such as pixel-level inconsistencies [1], tex-
ture differences [36], and blending boundaries [26, 57].
Frequency-domain analysis can reveal the innate charac-
teristics of GAN-synthesized images [4, 32, 43]. Some
methods exploit biological signals, such as inconsistent eye
blinking [30], discrepancies in head poses [52], and lip
movement [18, 51], for deepfake detection. Temporal in-
consistencies have been exploited in [14, 15, 33] for video
deepfake detection.

Despite recent advances, passive methods often learn to
detect artifacts specific to the deepfake generation method
they are trained on instead of universal forgery patterns
[9]. Therefore, they do not generalize well against unseen
deepfake generation methods [9, 41]. Contrastive learning
[56], dynamic augmentation [46], and continual learning
[32, 49] are proposed to improve generalization; however,
all are vulnerable to adversarial attacks [1, 12] and their
performance on datasets such as DFDC [8, 41] remains
subpar. There is an important fundamental downside of
passive approaches: they can not prevent deepfakes nor
undo the damage they have caused after creation. That is
why proactive approaches like DFS are crucial.
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Figure 3. DFS Training pipeline. The forward pass begins with an unshielded training image. This image is shielded via DFS. Then the
mutation layer optionally applies mutations. Then landmarks are detected on both the mutated shielded image and the unshielded image.
Lastly, joint optimization computes one step towards minimizing the perceptual and protection losses.

3. Methodology

Figure 3 outlines the overall framework that was used to
train DFS. The core idea is that DFS is trained in a feedback
loop with facial landmark detectors, and two losses incen-
tivize (1) spoiling the outputs of the facial landmark detec-
tors and (2) making the perceptual quality of the shielded
image high. A mutation layer is placed between DFS and
the facial landmark detector which encourages DFS to pro-
duce shields that still spoil facial landmark detectors despite
image mutations like compression and blur. The remainder
of this section details the facial landmark detector, DFS ar-
chitecture, losses, and mutation layer.

3.1. Facial Landmark Detector

Face-Swapper Components:  Face-swappers are typi-
cally built as three-stage pipelines [45]: face detection,
alignment, and identity fusion. (1) The face detection
stage outputs bounding boxes that tightly localize faces
in an image. Since downstream modules operate in the
selected regions, accurate face detection is crucial to
maintain consistency and efficiency in the face-swapping
pipeline. Modern face detectors, such as MTCNN [53] and
RetinaFace [6], detect with high precision while exhibiting
robustness to pose, illumination, and occlusion. (2) The
alignment stage extracts information on the geometry
and expression of a face using a landmark detector that
identifies key facial points around the eyes, nose, mouth,
and jawline [17, 48]. This information is used to align the
source and target images, which is critical for the source
face identity to fit naturally to the target face. Without
proper alignment, the face-swapper output is distorted due
to geometric mismatches between the source and target
faces. (3) The identity fusion stage performs the “swap” by
transferring the source’s identity features to the target while
maintaining realistic expressions, lighting, and orientation.
Recent methods use encoder—decoder architectures, GANS,
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or diffusion-based models to seamlessly blend the identity
of the source with the target face [2]. In principle, adver-
sarial attacks can be carried out against one or more of the
aforementioned three key stages of face-swappers to hinder
deepfake generation. Previous work focuses mostly on
identity fusion; whereas, in this work, we focus specifically
on the landmark detector, as described below.

Attacking the Facial Landmark Detectors: Of the vari-
ous components of face-swapper algorithms, we found that
facial landmark detectors were an ideal weak point to at-
tack because (1) alignment using facial landmark detectors
is a critical and standard component of face-swappers, so
this approach will work for many different existing face-
swappers; and (2) the alignment process is highly sensitive
to errors such that even small errors in the alignment matrix
will manifest as noticeable artifacts in the face swap.

Figure 2 provides a depiction of the shield disrupting a
facial landmark detector. The facial landmark detector con-
sumes the mutated, shielded image as input and generates
an estimate of the 2D coordinates of its K facial landmarks.
Here, K represents the number of landmark points that we
aim to attack. During training, the shield network is op-
timized to produce a perturbation that—even after muta-
tion—misleads the facial landmark detector about the true
locations of key facial points.

3.2. DeepFakeShield (DFS) Architecture

DFS protects images from face-swapping by attacking the
alignment component of face-swappers as described in
Section 3.1. The core idea is to generate imperceptible
additive perturbations that disrupt the alignment by pre-
venting seamless integration of facial features from the
source face to the target face. Since the alignment heavily
depends on the correct prediction of key facial landmarks,
DFS adversarially attacks the facial landmark detector.
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Figure 4. Shield Architecture. The shield network uses a U-Net architecture with a pretrained ResNet-34 backbone as the encoder. The
gradient mask enhances structured noise at edges to increase its imperceptibility when added to the source image.

Figure 4 shows the design of DFS, which consists of three
components: shield network, scaling factor, and Sobel filter.

Shield Network: The shield network is based on the U-Net
architecture with the ResNet-34 backbone as the encoder,
pre-trained on the ImageNet dataset to provide strong
initial feature representations. The network processes
standard three-channel RGB inputs and uses five encod-
ing blocks to capture hierarchical features on multiple
scales. The decoder mirrors the encoder structure and
uses decreasing channel dimensions of 256, 128, 64, 32,
and 16 to gradually reconstruct the spatial resolution and
generate a three-channel output with the same dimensions
as the input. Skip connections are made between the
corresponding encoder and decoder layers to improve
gradient flow and mitigate vanishing gradient problems.
Batch normalization is used to encourage training stability
and convergence. Finally, tanh is used as the final activation
function, ensuring the output remains within [—1, 1].

Scaling Factor: The output of the shield network is
multiplied by a scalar hyperparameter 0 < § < 1 to
constrain the perturbation value at each pixel to [, d].
Although this procedure resembles imposing a hard budget
on the magnitude of additive perturbations, as is commonly
done in previous studies, it represents only one of several
mechanisms that we use to enhance the imperceptibility
of the perturbation. The value of § is a design factor and
depends on the robustness of the particular facial-landmark
detector that the network tries to attack, with more robust
detectors often requiring larger values.

Sobel Filter: We further improve the perceptual quality of
shielded images via the Sobel filter, an image processing
operation that identifies areas of high-frequency content,
such as edges and highly textured regions. Since distortions
are more perceptually discernible in flatter regions [19], we
multiply the additive perturbations from the previous step
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by the gradient mask derived from Sobel-filtering and stack
the source image’s individual RGB channels separately.
This suppresses perturbations in flat areas, such as the
forehead and cheeks, enhancing the perceptual quality of
the shielded image.

Shielding an Image: Mathematically, we define the shield-
ing of an image as

xp, = clip(zs + SN (z) - 0 - SF(zy)), (1)
where the source and shielded images are denoted by = and
x, respectively, the shield network and Sobel filter are de-

noted by SN (-) and SF'(-) respectively, and clip(-) ensures
a valid pixel range [0, 1] for the shielded image.

3.3. Mutation Layer

The shielded image, after being distributed, may be sub-
jected to edits such as compression and blurring; it is cru-
cial for it to maintain its protection efficacy after these edits.
Thus, we introduce the mutation layer — an operation that
alters the shielded image via a random set of image trans-
formations, simulating real-world alterations and improving
robustness to such changes. Within the mutation layer, any
differentiable mutation can be applied; making it practical
and adaptable to many application-specific mutations. We
denote the mutated, shielded image by %, = M (x,) where
M () represents the mutation layer.

3.4. Loss Functions

The shielded image generated by DFS should (1) be as
perceptually faithful as possible to the source image; and
(2) disrupt the locations of facial landmarks even after
mutation. We introduce the following loss components to
achieve these two properties.

Perceptual Quality: Our perceptual loss consists of a
weighted combination of MSE, LPIPS [55], and DISTS [7]:
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Figure 5. Illustration of the tradeoff between perceptual quality and protection efficacy. Shielded and swapped images at various iterations
in the second stage of DFS training are shown. Moving from left to right, the shield perceptual quality worsens, but the protection efficacy
improves. The pair highlighted in red is a qualitative example of the model chosen by our stopping criteria.

‘Cperceptual(xs; l‘p) = AMSE ° ‘CMSE(xm .Z‘p)
+ Avpies -+ Lrpies (s, 7p)

+ Apists - Loists (T, Tp),

2)

where A\yvsge, ALpips, and Apsts are scalar hyperparameters.

Protection Efficacy: We additionally optimize for a pro-

tection loss, denoted by Epmtecﬁon(xs, Zp), to ensure that the

estimated facial landmarks of the mutated shielded image

and those of the source image are misaligned. The spe-

cific form of Lprotection (s, &p) can be tailored to the facial-

landmark detector being targeted, as shown in Section 4.
The total loss function is defined as

3)

Etotal = Aperceptual : Eperceptual + Lprotection,

where Aperceptual 18 @ scalar hyperparameter.

4. Experiments

4.1. Experimental Setup

Datasets: We conduct our experiments on the FFHQ
dataset [25], which consists of 70K high-quality human
face images at a resolution of 1024 x 1024. We bilinearly
interpolate each image to a resolution of 512 x 512 and
randomly split the dataset into training, validation, and test
sets containing 55K, 5K, and 10K images, respectively.
The test set is split into 5K pairs of source and target images.

Baselines: As discussed in Section 2, several proactive
protection methods have been proposed. However, these
methods are either not designed to address the same
problem as DeepFakeShield or lack publicly available code
and implementations. To enable a meaningful comparison,
we implement (1) Adversarial Robust Safeguard (ARS)
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[16] and (2) FaceSwapGuard (FSG) [47]. ARS protects
images from a manipulation model by training its outputs
to resemble a monochromatic white image. As simulated
in [16], we set the manipulation model to SimSwap [2]
and implement ARS according to their experimental setup.
FSG protects images by adding imperceptible adversarial
perturbations that disrupt the identity fusion stage of
deepfake swapping systems. Although different e-budgets
are considered in ARS [16] and FSG [47], we set ¢ = 0.03
for both methods to ensure a fair comparison.

Training Procedure: Training follows a two-stage
protocol. In the first stage, we set Apercepuat = 0 and
optimize only Lyroection- We train the first stage for 75
epochs. At the end of the first stage, the shield network
generates the strongest adversarial perturbations. During
the second stage, the network gradually shifts toward more
moderate perturbations to enhance the perceptual quality
of the shielded image, at the cost of reduced protection
effectiveness. The choice of the optimal shield network
during the second stage is application-specific and depends
on the desired trade-off between the perceptual quality and
protection efficacy. For this paper, we gradually increase
Apercepual DY 0.02 every 1000 iterations until both LPIPS
and DISTS are below 0.03. We choose these stopping
criteria to strike a balance between protection efficacy and
perceptual quality. We illustrate this trade-off in Figure 5
and highlight a qualitative example corresponding to LPIPS
and DISTS meeting the stopping criteria of 0.03.

Metrics: To quantitatively evaluate perceptual quality and
protection efficacy, we use standard metrics for comparing
two images: LPIPS, DISTS, Identity loss (ID)', mean

dentity loss between two images I1 and I is defined as ID(Iy,12) =
1 — cos(id1, id2) where id; and id2 are identity embeddings of I and Io,
respectively, extracted via ArcFace [5].
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Figure 6. Qualitative comparison of FSG, ARS, and our (DFS) method. Left: source images and shielded source images by FSG, ARS and
DEFS (ours, highlighted in green). Right: from left to right, the target image, the target image face-swapped with the source, and each of
the shielded versions face-swapped with the target (DFS highlighted in green). The columns highlighted in green show that DFS achieves
the best perceptual quality and most drastic distortions to the deepfake outputs (zoom in for best viewing).

square error (MSE), SSIM, and PSNR. In the case of
perceptual quality, scores are computed between the source
image and each method’s shielded version. Ideal scores
indicate no changes between the source image and the
shielded version (i.e., lower LPIPS, DISTS, ID, and MSE
scores, and higher SSIM and PSNR scores). In the case
of protection efficacy, scores are computed between the
source image swap and each method’s swap. Ideal scores
indicate large changes between the source image swap and
the shielded swap (i.e., higher LPIPS, DISTS, ID, and MSE
scores, and lower SSIM and PSNR scores).

Implementation Details: Our framework can accommo-
date any facial landmark detector in its training pipeline (see
Figure 3). In this work, we adopt SynergyNet [48] as the fa-
cial landmark detector and pair it with three face-swapping
systems: SimSwap [2], MobileFaceSwap [50], and Ghost
[13]. Due to space limitations, analyses of additional facial
landmark detector choices are provided in the supplemen-
tary material. Given an image x, SynergyNet generates a
latent vector that encodes pose, shape, and expression in-
formation, from which 68 facial landmarks are extracted.
We focus our adversarial attack on a subset of K = 25
landmark points around eyes, tip of the nose, and corners
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of the mouth. With o, and &, denoting the latent vectors
for the source image x, and the mutated shielded image 7,
respectively, we define Lprorection in Eq. (3) as
ﬁprotection = _)\prolection-MSE : EMSE(asa ON‘p) (4)
Adpversarial perturbations are susceptible to low-pass fil-
tering [54, 58]. Thus, we design the mutation layer in
Figure 3 to include JPEG compression with quality factors
€ [50,95], as well as Gaussian blurring with kernel sizes €
[9,21] and standard deviations € [1,4]. During each train-
ing iteration, each mutation is applied with p = 0.5 prob-
ability. All models are trained using an NVIDIA L4 GPU.
The training batch size is set to 8, the scaling factor is set to
0 = 0.25, and the Adam optimizer with learning rate 5e-4
is used to fine-tune the weights of the shield network. We
set Amsg = 10 and Arpips = ApisTsS = Aprotection-MSE = 1.
On an NVIDIA GeForce RTX 4070 Laptop GPU, inference
takes 32.3 ms per image, including data transfer and I/O.

4.2. Qualitative Comparison Against Baselines

Figure 6 shows qualitative results of both perceptual quality
and protection efficacy of FSG, ARS, and our (DFS) ap-
proach. The left four columns show the source images and



Perceptual Quality
Method LPIPS| DISTS] ID| MSE| SSIM1  PSNR?T
FSG 0.1213 0.1335 1.8846  5.67e-4  0.8864  32.493
ARS 0.0329 0.0517  0.5492  2.13e-4 09778  36.768
DFS 0.0253 0.0309  0.0499 2.10e-4  0.9789  36.739
Protection Efficacy (SimSwap)
Method || LPIPST DISTST  IDt MSE{ SSIM| PSNR|
FSG 0.0450 0.0288  0.7088 13.35¢-4 0.9459  31.076
ARS 0.0577 0.0389  0.5401 20.57e-4 09334  29.322
DFS 0.0659 0.0391  0.6013 24.42e-4 09311  29.725
Protection Efficacy (MobileFaceSwap)
Method || LPIPST DISTST  ID?t MSE{ SSIM| PSNR|
FSG 0.0102 0.0134 03341 2.27e-4  0.9883 37.075
ARS 0.0141 0.0174 03689  3.4le-4 09846 35428
DFS 0.0243 0.0223  0.5713  8.12¢-4 09744  33.534
Protection Efficacy (Ghost)
Method || LPIPST DISTST  IDt MSE{ SSIM| PSNR|
FSG 0.0157 0.0171 0.2762  4.12¢e-4  0.9833 34.756
ARS 0.0207 0.0218  0.3242  5.65¢e-4 09782 33437
DFS 0.0369 0.0284  0.5530 15.35e-4  0.9615  30.929

Table 1. DFS (ours) achieves better perceptual quality for the
shielded source images and better protection efficacy on the
swapped images when compared to FSG [47] and ARS [16]. |
and 1 denote lower is better and higher is better, respectively.

shielded versions of the source images by each approach.
The right five columns show the target image, the swap of
the source image (i.e., an unprotected face-swap) onto the
target image (denoted Source Image Swap), and the FSG,
ARS, and our (DFS) shielded source images swapped onto
the target image (denoted FSG Shield Swap, ARS Shield
Swap, and DFS Shield Swap), respectively.

DFS shields are the highest perceptual quality. Using
the source image as a reference, we compare the artifacts in
each shielded image to the source image. We find that in all
cases, the artifacts are more clearly visible in the FSG and
ARS shielded images when compared to the DFS shielded
images; but, DFS producing shields with the fewest percep-
tible artifacts is only notable because DFS is also the most
effective at breaking the face-swaps, as we will discuss next.

DFS shields most effectively break the attempted
face-swaps. The goal of the shield is to produce face-swaps
that look convincingly dissimilar from the intended swap
(Source Image Swap). FSG performs the worst, with some
results (e.g., row 3, 4, 5) still looking close to the intended
face swap. On the other hand, both ARS and DFS success-
fully thwart the face-swap in all five cases. However, DFS
results are the most convincing because the face-swap re-
sults do not look similar to the source face; thereby, com-
pletely thwarting any attempt to face-swap with that im-
age. Conversely, some of the ARS results have some resem-
blance to the source face despite the clear artifacts. This is
especially notable because DFS’s perceptual quality is bet-
ter than ARS. See the supplementary material for more ex-
amples showing the high visual quality and efficacy of DFS.

4.3. Quantitative Comparison Against Baselines

Table 1 provides quantitative perceptual quality and pro-
tection efficacy comparisons between FSG, ARS, and ours
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Figure 7. DFS has higher protection efficacy compared to DFS-
NoMutation for JPEG compression and blurring on shielded im-
ages, indicating that the mutation layer is effective.

(DFS). For each method, we create shielded versions of
each source image from the source-target pair test set.
These are used for perceptual quality testing. We then create
face swaps to evaluate protection efficacy by inputting the
5K source-target pairs of the test set into three face swap-
pers: SimSwap, MobileFaceSwap, and Ghost. This results
in 15K face-swapped images per method.

DFS achieves the best perceptual quality scores over-
all. DFS achieves the best perceptual quality scores for five
metrics (LPIPS, DISTS, ID, MSE, and SSIM), and nearly
the top score for PSNR. Moreover, DFS is the clear winner
for the cutting-edge deep learning based perceptual metrics
(LPIPS, DISTS, and ID). These metrics are the most im-
portant because they are trained specifically to model the
human vision system for judging perceptual quality.

DFS achieves the best protection efficacy overall. DFS
achieves the best scores in 16 out of 18 metrics for protec-
tion efficacy (often by clear, obvious margins). Moreover,
when focusing on LPIPS, DISTS, and ID metrics, DFS is
the clear winner in 8 out of 9 cases. In the case where FSG
scores higher than DFS for the ID metric, this is likely be-
cause FSG is trained specifically to maximize the ID loss.

Most importantly, DFS is the clear winner for both
perceptual quality and protection efficacy. This distinc-
tion is important because a trade-off exists between percep-
tual quality and protection efficacy. By winning for both,
it shows that DFS is out-performing the other methods, not
just trading off quality for efficacy or vice-versa.

4.4. Ablation Studies

The mutation layer improves robustness of the shield
significantly. To ablate the impact of the mutation layer,
we train an additional DFS variant referred to as DFS-



Perceptual Quality
Method LPIPS| DISTS] ID| MSE| SSIM1  PSNR?T
B-DFS 0.1318 0.1516  0.1536  5.80e-4  0.8904 32.432
DFS 0.0253 0.0309  0.0499  2.10e-4 09789  36.739
Protection Efficacy (SimSwap)
Method || LPIPST DISTS?T Dt MSE?T SSIM| PSNR|
B-DFS 0.1005 0.0567  0.8290 39.51e-4 0.8995  26.451
DFS 0.0659 0.0391 0.6013  24.42e-4  0.9311 29.725
Protection Efficacy (MobileFaceSwap)
Method LPIPST DISTS?T Dt MSEt  SSIM| PSNR|
B-DFS 0.0383 0.0320  0.8129 13.05e-4 0.9624  29.371
DFS 0.0243 0.0223 0.5713  8.12e-4  0.9744 33.534
Protection Efficacy (Ghost)
Method LPIPST DISTS?t IDT MSE1  SSIM| PSNR|
B-DFS 0.0520 0.0375  0.7822 22.46e-4  0.9468  27.148
DFS 0.0369 0.0284  0.5530 15.35e-4  0.9615 30.929

Table 2. B-DFS, trained with an e-budget instead of Lperceptual,
offers superior protection efficacy at the cost of perceptual quality
across the three face-swapping models. | and 1 denote lower is
better and higher is better, respectively.

NoMutation. DFS-NoMutation uses the same configura-
tion as DFS, but with the mutation layer removed. For a
fair comparison, we select the DFS-NoMutation checkpoint
where shielded images achieve perceptual quality metrics
equivalent to those of DFS and use SimSwap to generate
swapped images for both models. Figure 7 shows greater
robustness achieved by DFS with the addition of the muta-
tion layer across a wide range of JPEG compression values
(plots (a) and (b)) and gaussian blurring sigmas (plots (c)
and (d)). These results emphasize the importance of the mu-
tation layer in the training pipeline and its role in preserving
deepfake protection against adversarial attacks. Depend-
ing on the application, the mutation layer can be adapted
and optimized to defend against other image manipulations.
Plots for the omitted metrics show the same trends and can
be found in the supplemental material.

Lperceptual improves both perceptual quality and pro-
tection efficacy together. To ablate the impact of the
Loperceptual 1088, we train an additional DFS variant referred
to as Budget-DFS (B-DFS). B-DFS uses the same configu-
ration as DFS, but replaces optimization of Lpercepual With
an € = 0.03 constraint on the perturbation magnitude as is
done in FSG and ARS. Table 2 shows that B-DFS achieves
better protection efficacy than DFS at the cost of lower per-
ceptual quality. Notably, the perceptual quality metrics for
B-DFS are even lower than those of FSG and ARS in Ta-
ble 1, despite using the same e-budget. This result under-
scores that enforcing only a hard constraint on perturbation
magnitude does not provide adequate control over the per-
ceptual quality of shielded images, emphasizing the need
for explicit optimization over perceptual quality metrics.

DFS generalizes to out-of-domain examples. To eval-
uate the generalization of the DFS model to images outside
the FFHQ dataset, we randomly select 10K images from the
CelebA-HQ dataset [24] and form 5K source-target image
pairs. We then bilinearly resized the images to 512 x 512
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Perceptual Quality
Data LPIPS| DISTS| ID| MSE|  SSIM{ PSNR{
FFHQ 0.0253 0.0309 0.0499 2.10e-4 0.9789 36.739
C-HQ 0.0254 0.0361 0.0533 2.19e-4 0.9795 37.001
Protection Efficacy (SimSwap)
Data LPIPST  DISTS?t DT MSE?t SSIM| PSNR|
FFHQ 0.0659 0.0391 0.6013  24.42e-4 0.9311 29.725
C-HQ 0.0610 0.0407 0.5938  24.66e-4 0.9323 29.283
Protection Efficacy (MobileFaceSwap)
Data LPIPStT  DISTS?t Dt MSE?t SSIM| PSNR|
FFHQ 0.0243 0.0223 0.5713 8.12e-4 0.9744 33.534
C-HQ 0.0229 0.0233 0.5461 8.08e-4 0.9752 33.974
Protection Efficacy (Ghost)
Data LPIPStT  DISTS?T IDt MSE1 SSIM|  PSNR|
FFHQ 0.0369 0.0284 0.5530  15.35e-4 0.9615 30.929
C-HQ 0.0329 0.0283 0.5109 13.30e-4 0.9652 32.048

Table 3. DFS performs similarly on both FFHQ and CelebA-HQ
(C-HQ) across multiple face-swapping algorithms despite DFS not
being trained on CelebA-HQ. This shows DFS generalizes effec-
tively beyond its training distribution. | and 1 denote lower is
better and higher is better, respectively.

and input them to the DFS model trained on the FFHQ
dataset. Table 3 presents the performance on the CelebA-
HQ dataset and compares it with the results on FFHQ re-
ported in Table 1. The DFS model achieves comparable per-
formance on CelebA-HQ and FFHQ for perceptual quality
and protection efficacy, demonstrating our model’s general-
izability to images beyond the training domain.

5. Conclusion

We present DeepFakeShield (DFS), a method for thwarting
face-swapping algorithms by adding adversarial perturba-
tions to a source image. We train DFS to foil landmark
detectors used in face-swapping algorithms, while modify-
ing images imperceptibly and remaining robust to common
image transformations. We show the qualitative and quan-
titative improvement of DFS over prior methods and justify
the need for the mutation layer, and perceptual loss through
ablation studies. Our work contributes to the broader lit-
erature around protection against nefarious uses of gener-
ative modeling methods. Beyond our academic contribu-
tions, our work demonstrates the feasibility and practicality
of protecting facial imagery against current face-swapping
algorithms, and we hope our findings incentivize social me-
dia platforms and camera manufacturers to adopt similar
solutions to protect facial imagery. DFS, as presented in
this work, is limited by how well the perceptual losses (in
our case, LPIPS and DISTS) reflect true human perception,
though it is straightforward to switch to any differentiable
perceptual loss. DFS also requires training once per land-
mark detector, which limits its scalability and applicabil-
ity. Follow-up work could consist of ensembling or jointly
optimizing over adversarial perturbations corresponding to
multiple different landmark detectors.
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